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RedCheck — cuctema aHanmsa 3alMNLLEHHOCTHU
N COOTBETCTBUA CTaHOapTaM, NpegocTaBndroLlasa
LUMPOKMIN KPpYTr BO3MOXXHOCTEWM MO YMNPaBleHUIo
MHPOPMaLMOHHOMN 6e30MacHOCTbIO AJA
npegnpuatnm nrwoboro Macwtaba.

CucteMa NpeaHasHadeHa Ana nonydeHna AaHHbIX o napameTpax MT-mHGpacTpyKTypbl,
BAMAIOLLMX Ha 3aLLUMIULEHHOCTb OOBEKTOB MHGOPMATM3ALMM, @ TakKe A9 NOAAEPIKKMA
NPUHATUA peLleHKii Mo YCTPpaHeHWo BbIABNEHHbIX YA3BMMOCTEN M co3aaHuo abdek-
TUBHbIX KOHDUIYPALIMIA 6E30MaCHOCTU KOHTRONMPYEMbBIX CUCTEM.

RedCheck pa3paboTaH C y4eToM peanbHblX MOTPebHOCTEN OTeUYEeCTBEHHbIX KOMMaHMIN
B 061acTV MHDOPMaLIMOHHOW 6e30MacHOCTU U TPeboBaH MM POCCUMCKMX Perynaropos.
Ero nprMeHeHme No3BONAET pellaTh LUMPOKMIM CAEKTP 3aday: OT MOMCKa YA3BMMOCTEMN
[0 OLIEHKM COOTBETCTBUA OTEUECTBEHHbBIM M MexayHapoaHbIM cTaHdapTaM 6e3onac-
HOCTM, @ TaKXKe peanM30BbIBaTb PAL Mep 3allMTbl, 0693aTeNbHbIX A9 MHGOPMALMOH-
HbIX CMCTEM MepcoHanbHbiX AaHHbiX (MCMOH), rocyaapcTBEHHbLIX MHMGOPMALMOHHbIX
cuctem (FMC), aBTOMaTM3MPOBAHHbIX CUCTEM YNPaBNEHWSA MPOM3BOACTBEHHbBIMU U TEX-
HonornyeckrmMuy npotieccamut (ACY TI), 3HaUMMbIX 0OBEKTOB KPUTUYECKOM MHPOPMa-
LIMOHHOM MHPACTPYKTYpPbI (30 KN 1 aBTOMaTU3MPOBaHHbIX ccTeM, obpabaTbiBato-
LWMX KOHOUAEHUMANbHYO MHPOPMaLLMIO.
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CDyH KUMOHAaJIbHbI€ BO3ZMOXHOCTMU

e}

O6Hapy)XeHue
XOCTOB

[ToMCK aKTWBHbIX XOCTOB
M KOHTPO/1b LIe/TOCTHOCTU
CeTN Mo 3alaHHOMY Mnyny
CceTeBbIX apeCoB.

9

MNMpoBepkKa
OOCTYMHOCTU

KOHTpO/b MapaMeTpoB
6€30MacHOCTM W OLIEHKa
COOTBETCTBUS CTaHOaPTaM,
MonnTUKaM 6e30MacHoOCTH,
pexkoMeHaaLam
BEHOOPOB.

il
<

MHBeHTapu3auuma

AHanM3 1 KOHTPOSb
V3MEHEeHUM B cocTaBe
MporpaMMHoOro

¥ annapaTHoro
obecneyeHmnsa cetu.

&

AyauT B peXxxume
«[leHTecT»

CeTeBOE CKaHMpOBaHWe
6e3 NpuBUIerin B
pexxnme «H4epHoro
ALLMKa».

m

AyauT cuctem
KOHTEMHEepM3aLummn

MpoBepka 6€30MacHOCTM
0715 06pa3os, peannso-
BaHHbIX Ha 6a3e nnadTopm
KOHTEMHEPU3aLIMM, a TaKkKe
CUCTEM OpKecTpaLmm 1
MacLITabUpOoBaHMS.

[12]

Dukcaums (KOHTponb
LLe/TIOCTHOCTH)

CHOpP KOHTPOMBbHbIX CYyMM
KOHPUIYPALMOHHbIX
dannos, Nanok,

BETOK peecTpa 1
npenynpexaeHve ob

VX U3MEHEH MW MpPK
CpPaBHEHWMN C 3TarIoOHHbIMI
3HAYEHUAMMN.

AyauT
YA3BUMOCTEM

CeTeBoOe UMW NokKanbHoe
CKaHMPOBaHWe XOCTOB Ha
Hann4me ya3BmMoCTem
OC, obLLEecCUCTEMHOro

M npwvknagHoro Mo,
ceTeBOro obopynoBaHMs.

M

AyOuT ya3BUMOCTEM
ACY TN

CKkaHupoBaH/e Ha
Hanuyye ya3BrmMocTem
npoTokonos ACY T
rMyTeM COMOCTaBMeH S
CUrHaTYp, XPaHALLMXCA B
B, RedCheck.

9,

AHanuTUKa

KoMMoHeHT AHanuTtmka
06beAMHAET pe3ybTaThl

NPOBEPOK, POPMUPYET OTUET

O BbIAB/IeHMM HOBbLIX YI'PO3,
MOKa3blBaeT AMHaMUMKY

HeyCTpaHEeHHbIX YA3BMMOCTEN,

OLIEHMBAET YPOBEHb
COOTBETCTBUA MpaBuiam
KOHOUIypaLm.

&

AyauTt
o6HOBNEHUN

IMouncK 1 OBHapy»KeHe
HeyCTaHOBMEHHbIX
o6HOBNEHI
6€30MacHOCTM Ha y3/1ax
ceTun.

9

Ayout
KOHUrypaumm

KoHTpOsb MapamMeTpoB
©e30MacHOCTM 1 OLleHKa
COOTBETCTBMSA CTaHAAPTaM,
NoANTUKaM 6e30MacHOCTH,
peKoMeHOaunam
BEHOOPOB.

8

JoKyMeHTUpoBaHue
pe3ynbraToB ayauTa

DopMMpOoBaHKEe OTYETOB B
dopmaTe HTML, PDF, CSV
mnn XML. [locTaBKa oT4eToB
MO 2/1EKTPOHHOM MoyTe
NN B CETEBOW KaTaslor.



OBLWHWME TEXHUNYECKUE CBEOEHWNA

LN9a KOHTPOMA Marbix U CpeaHux ceTemn
RedCheck MoyeT 6biTb pa3BepHyT Ha
APM agMuHUcTpaTopa (MB) 6e3 cy-
LLIeCTBEHHOM NoTepyY NPOU3BOANTEb-
HoCTU KoMMbtoTepa. RedCheck MoxkeT
6bITb YCTaHOBEH Ha HOYTOYK A4
NpoBeaeHs Bble3HbIX MPOBEPOK.

Hanuuune Beb-koHconm B RedCheck
MO3BOMAET OCYLIECTBNATL YAaeHHoe
yrpaBrneHme 1 ckaHupoBaHue cetu
ntoboro MaclTaba no BceM Tunam
ayamToB 6e3 cyllecTBeHHOM
Harpy3Ku Ha KaHasbl CBA3M.

REDCHECK.RU

ApXUTEKTypa

MMBKaa apxXMTEKTYpa 1 CUCTEMa NTULIEH3MPOBaH WA MO3BONAIOT PasBopa-
umBaTb RedCheck Ha oTOenbHOM y3r1e, B TOKaNbHOM CeTU UNu B obnake,
BbICTpamMBaTh pacrpeneneHHbole cTpykTypbl. RedCheck He rmeeT orpa-
HUYEHMI MO MacLUTabMpPOBaHUIO.

CueHapuu NpMMeHeHUda

e KOHTPO/Ib 3aLLULLEHHOCTUN MalbIX U CpeaHUX ceten
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KoHTponb (aHanus)
3aLUMLLEHHOCTH
60nbLLUUNX ceTeln

c dunmanbHom

[1na paboTbl B KPYMHbIX 1 pacrnpeaeneHHbIX Kopro-
PaTUBHbIX CTPYKTYpax RedCheck nmeeT BO3MOX-
HOCTb pa3aenbHow ycTaHoBKM Moaynen WEB, REST
API, SCAN Ha oToenbHble cepsepbl B LIO,

[na nonb3oBaTenemn CUCTeMbl peanmn3oBaHa pone-

N

CTPYKTYypOWM Bas Mofeb AOCTYMNa, OAHOBPEMEHHO MOXET
paboTaTb HECKOMbKO CMEeLMaucToB B COOT-
BETCTBUM C UX POSBIO U CErMEHTOM.
P
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Ayaut

B uendax MacluTabupoBaH g MOryT ycTaHaBInBaTb-
CA OOMOMHUTENbHbIE MOdYW (CepBepsbl), Noaaep-
YMBaOLLME MHOMOMOTOYHOE CKaHUPOBaHMe.

[Ona paboTbl B U30NMPOBaHHbIX CETAX 6e3 AoCTyMna
K VIHTEpHETY UCMNOSb3yeTcs CrielmarnbHbli cepsep
06HOBMNEH M, MO3BONAOWMIA paboTaTb CO
CpeacTBaMKM ofHOHaNpasneHHoM nepenaymn
[aHHbIX.
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OBLWHWME TEXHUNYECKUE CBEOEHWNA

RedCheck Expert
wnun Enterprise

Ona MacwTabrpoBaHna CUCTEMbI MPeayCMO-
TPEHO MCMOMb30BaHWe AOMNONHUTENbHbIX
Moayfen CKaHMpPOBaHMA Ha BblaeeHHbIX
cepBepax.

YnpasneHme AononHUTENbHbIMM MOOYNAMM
CKaHWPOBaHMA OCYLLECTBNAETCA C OCHOBHOMO
cepBepa RedCheck. [JaHHble 0 pe3ynbTaTax
MpoBepPKM CoxpaHatoTca B eamnHon B[, He
co34aBas OLLYTVMMOW Harpy3KkiM Ha KaHanbl
CBA3U U1 He Tpebya AOMNOAHUTENBHOro NPOo-
Llecca CUHXPOHM3aLUMM 6a3 AaHHbIX Mexay
dunmanamMmm.

[x]

@ DHepreTuka
E Tenekom

My

REDCHECK.RU

Pepakuuu Expert n Enterprise
BK/1tOYAIOT B cebs MakCUMyM
PYHKLMOHANbHbIX BO3MOXHOCTEN.
Expert He OrpaHn4yeH KoJim4eCctsoOM
CKaHMpyoLWmMX Moaynen. Enterprise

He MMeeT OrpaHMUYEeHMs MO KONMYeCcTByY
CKaHMPYyEeMbIX XOCTOB.

@ FocypapcTBeHHble
opraHusaumnm

BaHku

MpoMbILLEeHHOCTb

%@ Putenn
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Mo ckaHupoBaHWKM Windows-cucteM ong
COKpalLEHMA HarpysKM Ha CeTb U CHUMXKEeHUA
TpeboBaHWM K NMPUBUNIErMAM O0CTyMNa peKo-
MeHayeTca Mcnonb3oBaHme areHTa RedCheck.
iIcmonb3oBaHue areHTa He TpebyeT 0OMNOoHU-
TeNbHOro NuueHsnpoBaHna. RedCheck areHT
MCMOMb3yeT COOCTBEHHbIM TpPaHCMopT A4
CKaHMPOBaHMA.

RedCheck coOepXuTt CTPYKTYpPHble
KOMMOHEHTbI:

o CepBep ynpaBneHus
RedCheck REST API

* Web-KoHCOMb
yhpasneHma

o Cny»kba CUHXPOHM3aLIMMK
o Cny)kba ckaHMpoBaHMg

e [OMONMHUTENbHbBbIE MOLY/N
CKaHWMpOBaHMA

e CepBep 0OHOBNEHUMN
RedCheck

e AreHTbl CKAaHMPOBaHUA
Windows

NHTerpauusa

C BHELWWHUMMU aHaNMUTUHECKNMMU
CcUCTEeMaMU yrpaBneHusa
MHPopMaLMOHHOM 6e30MacHOCTbIO

RedCheck obnagaeT yHMBepCcanbHbIMU MHCTPYMEHTa-
MW UHTErpaLmm 1 MOXKET BbITb MCTOYHUKOM MHbOPMa-
LUnn ong cuctem ynpaeneHuna B, Hanpumep: Kaspersky,
NeuroDAT, R-Vision, Security Vision. icmonb3oBaHme
TUMOBbIX MHTEPDEMCOB Nepenayn AaHHbIX 49 9TOro
BMOa CUCTEM, MO3BONAET 63 0cobbix NMpobnem
NoAKItoYaTb M ApYrve cucTeMbl 06paboTKM 1 aHanmM3a
MaLlUIMHHO-TeHepMpPyeMbIx OaHHbIX REST-API.

MHTerpaums ocyLLecTBAsgeTCa Yepes cepBep
yrpaBneHua REST-API nnu nytemM MallMHHOIMO
pPacnpoCTPaHEHMA TeXHMYecKMx oT4yeToB RedCheck
B dopme CSV mnm XML.

CepBep ynpaBneHuma RedCheck REST API no3songa-
€T He TOMbKO Mofy4YaTb Pe3ynbraTbl CKaHMPOBaHMS,
HO 1 ocylLecTBAATb ynpaBneHme RedCheck v3 BHelu-
HWX CMCTEM, B TOM YMC/1e CO30aBaTb M 3amyckaTb 3a4a-
HWA, GOPMUPOBaTb OTYETHI, AOMOMHATL 6a3y CUrHaATYP
COBCTBEHHbIMU omnpeaeneHnaMm, npeacraBieHHbIMY
B CTaHOapPTU30BaHHOM dopmaTe OVAL/XCCDF.
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Moanep)xka nnatdpopm

RedCheck o6ecneumnBaeT aHanus
3aWMLLEHHOCTU cneayoWwmx NporpaMmMHbIX
M NporpaMMHoO-annapaTHbIX CPeacTs:

OteyecTtBeHHble OC: ATL Linux, Astra
Linux, RED OS, ROSA, SberLinux;

onepaunoHHble cucTeMbl Linux:
Almalinux, Amazon Linux, CentOS Linuk,
CentOS Stream, Debian, Fedora,
FreeBSD, Linux Mint, Mageia, openSUSE,
openSUSE Evergreen, openSUSE Leap,
Oracle Linux, Oracle Solaris, Red Hat
Enterprise Linux, RockyLinux, Solaris,
SUSE CaaS Platform, SUSE Linux
Enterprise, Ubuntu;

OnepaunoHHble cucteMbl Microsoft
Windows: XP, Vista, 7, 8, 81,10, 11, Server
2003 /2008 /2008 R2 /2012 /2012 R2 /
2016/2019 /2022

MnatdopmMa KoHTeMHepm3aLmm Docker
M cnctema opkectpaumm Kubernetes;

CeTeBoe obopypnoBaHue: Eltex,
FortiGate, UserGate, Check Point, Cisco
NX-OS, Cisco, GAIA, Hawei VRP, |OS;

A Tak)Xe 6onee 700
Pa3fINYHbIN NPUSIOXKEHUN

nnatpopMbl BUPTyanmsaumu:

MK CB «bpect», Rosa Virtualization,
ESXi Server, KVM, Microsoft Hyper-V,
ROSA Virtualization, VMware, VMware
NSX, VMware vCenter Server, Xen;

CYB[L; Platform V Pangolin,PostgreSQL,
Jatoba,|BM Db2 Microsoft SQL Server,
MySQL Server,Oracle Database Server;

ACY TrIM: Citest SCADA, Codesys V2,
Codesys V3, Iconics GENESIS, IGSS,
ISACRAF. Siemens, Wonderware
InTouch:;

MJIK: AraBa, Kactom, OBeH, 271cu, Ergon,
Fastwel, ReallLlab, Advantech, Omron,

Rockwell Autonation, Schneider Electric,

Siemens, Yokogama FCNKk;
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OCHOBHbIEe NpeuMyLlecTBa

—
pa

BcTpoeHHble MonHOdYHKLMO-
HanbHblE MHTEPMPETaTOPbI
OVAL n XCCDF nossonator
OCYLLEeCTBAATb MOHbIV

CNeKTp NPOoBepoK Ha bGase
CcOBCTBEHHOIO Peno3mTopra
OVALdD, a Takxke 1cnonb3oBaTb
YHUGUUMPOBaHHbIM SCAP-
KOHTEHT ApYrvx BEHOOPOB.

MporpamMma MMeeT NOHATHbIN
rpaduyeckmnin uHTepodeiic,

He NpenbaBNAeT BbICOKMX
TpeboBaHUIN K MOArOTOBKe
nofb3oBaTens Npu ycTaHoBKe
M MICMOMNBb30BaHMM.

Peanvzauma nNaHWpOBLLMKa
3a0aHnI U rbkag cuctema
npodunen nenaet yaobHbIM
npuMeHeHre NporpamMmbl
npwv NOBCEOHEBHOM KOHTpOMNEe
3a 6e30MacHOCTbIO KOPMopa-
TUBHOW CETU.

HeorpaHmMYeHHaa MacLUTa-
BUPYEMOCTb, pa3BepHyTas
ponesaa Modesb M MHOMOMO Mb-
30BaTeNIbCKUM PEKMM MO3BONAET
mcrnonb3osaTb RedCheck B SOC
W OPYTUX LeHTpax knbep-
6e30MacHOCT.

[na paboTbl He TpebyeTca
60/bLLUMX annapaTHbIX MOLLIHO-
cTen, RedCheck MoykeT 6bITb
YCTaHOBMEH Ha POCCUNCKIX
OC unu 6ecnnatHon Debian.

<

[ocTtynHa nHTerpaumsa c Active
Directory, koTopas obecne-
umBaeT yaobHbIV 1 TMOKMK
rnpoLecc MMNopTa W akTyanu-
32K CKaHMPYEeMbIX XOCTOB B
RedCheck.

SddeKTMBHag KoOMOUHaL M
areHTHOW 1 6e3areHTHOW TEXHO-
NOMUK CKaHWPOBaHM4, a TakKe
ayanT B pexkmnme «MeHTecT» rno-
3BONAIOT CYLLIECTBEHHO COKPaTUTb
BpeMa NpoBepokK 1 obecneymnTb
TpebyeMbli ypoBeHb Besonac-
HOCTW.

il

OTKpbITOE OMNKcaHKe onpeae-
neHrin 6e3onacHoOCTH (Ya3BU-
MocTel, 0BHOBNEHUM, KOHGU-
rypaumit) no3songeT rmy6oKo
aHaNM3MPOBaTL Pe3y/bTaThl

KOHTPONA, ONpenendTb npu-
YMHbI 1 CMOCcobbl BbIABNEHNA
YA3BMMOCTEN.

RedCheck — nepBbiit poccuii-
CKUW cKaHep 6e30MacHoCTY,
MNO3BOAAOLLMIM OCYLLLECTBAATD
ayauT NnaThopM KoHTEMHepU-
3auUmm.
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OVALdb

Ha 1 mapTta 2025 roga
PENoO3UTOPUIN COOEPIKUT
426 960 onpepeneHun
B dopmaTe OVAL,

N3 HUX:

Cob6cTBeHHas 6a3a
yassumMmocten OVALdDb

KntoyeBoW 0COOGEHHOCTbIO CUCTEMbI aHanm3a 3auimiuieHHocT RedCheck aB-
nqaetca ero paboTa ¢ yHUdUUMPOoBaHHbIM SCAP-KOHTEHTOM, Mony4aemMbiM 13
cobcTBeHHOM 6Gasbl yassumocTent OVALdb. Penosutopuin OVALdb — kpyn-
HEWLWMI POCCUMNCKMIN BaHK AaHHbIX yrpo3 B obnactu Wb, mo3BongatoLmm
GOPMMPOBaTb OLEHKY 3alMILIEHHOCTU MHDOPMALMOHHbBIX CUCTEM Ha OCHOBE
OTKPbITO MYyBAMKYEMBIX B HEM onpeaeneHnii yasBrMMocTen, NapaMeTpoB KOH-
dUrypaumm, MHBEHTaApPU3aLMOHHbIX AaHHbIX W APYroro CMEXXHOro KoOHTeHTa.

MHPopMauma B penosmtopum OVALAb npenctaBneHa Ha oCHOBe A3bIKOB U
KNacCcUdUKaTopOB, BXOAALMX B HAOOP OTKPbLIThIX cTaHgapTos SCAP (Security
Content Automation Protocol). OnpegeneHunsa yasBmMMocTewn paspaboTaHbl Ha
asbike OVAL (Open Vulnerability and Assessment Language). CogepykaHune
OVALdb CMHXPOHM3MPOBAHO C 3KCMEPTHLbIMK pecypcamMm, TakMMKM Kak BOY
OCTIK Poccumm, HKLKW, BtonneteHn npousBoamTene 1 pan Opyrix Mex-
OYHAPOAHbIX 9KCMEPTHbBIX CMPaBOYHKMKOB. My6amKauUmMm HOBbIX onpeaeneHmi
NPOU3BOAATCA Ha PEryNapHOM OCHOBE M MPOXOAAT TLATENbHYO MPOBEPKY.

KoMaHabl pa3spaboTtymkos C3M 13 Poccrm 1 OpyrmMx CTpaH aBiaoTCa nocTo-
AHHbIMK nognucymkamm OVALdb. MNognrcka Ha TexHu4YeckMe onpegeneHuns
curHatyp OVALdb pacnpocTpaHaeTca Ha UHAWMBWAOYaNbHbBIX YCIOBUAX NULEH-

3VMOHHOTO OOroBoOPa.

92 140 YHUKanbHbix CVE 210 189 YA3BUMOCTEN
(Common Vulnerabilities Onsa nnathopm
and Exposures) Linux

71157 YA3BUMOCTEN 194 865 onpeneneHunn,
Ha cememncTeo OC KOppenMpoBaHHbIX
Windows c BAY B ©CToK

Poccum m HKLIKIA.

REDCHECK.RU

-1
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RedCheck BHeceH

B EOVHbLIV peecTp
POCCUMNCKMX MPOrpamm
019 29NEeKTPOHHbIX
BbIYMCANTENbHbIX
MallWH 1 6a3 gaHHbIX.

CepTtudmnumnpoBaHHasa Bepcusd

CkaHep 6e3onacHocTn RedCheck umeeT pencteytolmin ceptudmkat OCTIK

Poccuiy, KOTOpbIM NMoaTBepyKaaeT cooTBeTcTBUe P «TpeboBaHUA goBepura» Mno

4 YpoBHto noeepura. RedCheck MOXET mcnonb3oBaTbca B coctaBe AC 4o Knacca

3awmuleHHocTtm 1l a Takoke MCIMOH, TMC n ACY Tl KBO go 1 knacca (ypoBHS)

3alMNWLEeHHOCTU BKITKOYUNTESTbHO.

RedCheck moxxeT
MCMNOMb30BaTbCS:

0N peanusaumm Mep 3alumThl
cornacHo npukasam OCT3IK
Poccunnm N2 17, 21, 31

Onq peanusaunm Mep rno obecrede-
HUo 6e3onacHocTn KMWM cornacHo
npukasy ®CTIK Poccrmm N2239

o KOHTPO/Ib 338 YCTaHOBKOW
KOMTMOHEHTOB MPOrPaMMHOro
obecneyeHmg OMNC.2

¢ BbigBneHMe, aHanms ya3BMmMocTen
MHbOPMaLMOHHOM cncTeMbl AH31

e KOHTPO/b YCTaHOBKM OOHOBMEHIIN
nporpaMMHoro obecneyeHus, BKO-
4yasg o6HOBNEHMe NPorpamMmMHoro obe-
CreYyeHua CpeacTB 3aLUnTbl MHbopMa-
U AH3.2

e KoHTponb paboTocnocobHOCT Napa-
METPOB HAaCTPOWKM U MPaBUBHOCTM
OYHKUMOHMPOBaHWA MPOrPaMMHOro
obecneyeHusa 1 CPeaCcTB 3allUnTh
MHGopMaumm AH3.3

e KOHTPO/b COCTaBa TEXHUYECKMX
CPenCTB, MPOrPaMMHOro
obecrneyeHuns CpeacTs
3aWnThl MHGOPMaumm AH3.4

o KOHTPO/b COCTaBa TEXHMYECKMX
CpencTs, NpPorpaMMHOro obecneyve-
HWA, BKITKOYaAd nporpamMmmHoe obecne-
YeHme cpecCTB 3all/Thbl VIHC])OpMaLLl/Il/I
OUJ11

e KOHTPOSb UENOCTHOCTM

BMPTYanbHOM MHPPACTPYKTYPbI
1 ee KoHoUrypaumm 3CB.7

e /IHBeHTapm3auma nHbopma-
LMOHHbIX pecypcoB (AY,1).

e AHanNus yasBuMMocTen m
nx ycTpaHeHue (AY,2).

e Perucrpaums cobbiThiA
6e3onacHocTK (AY[.4).

e MOHWUTOPUHI Be30MacHOCTM
(AYL.7).

e [lpoBefeHMe BHYTPEHHMX
ayamToB (AY[.10).

e [IpoBefeHne BHeLIHMX
ayamToB (AY).

o KOHTPOIMb LIENOCTHOCTW MPOrPaMm-
Horo obecnevyerHma (OLLTT)

e KOHTPOMb LLeNOCTHOCTU
nHbopMaumm (OLJ.2)

e oeHTndUKaLma oObeKToB yrnpas-
neHua koHoburypaumen (YKD1).

e [louck, NonydeHre obHOBREHWI
nporpaMMHoro obecrnedeHma ot
0oBepeHHOro nctodHmka (OMNaO.).

e KOHTPOSb LIENOCTHOCTH
OBHOBNEHUM MPOrPaMMHOIO
obecneyeHua (OMN0O.2).

e YcTaHoBKa OOHOBAEHMM MPO-
rpamMmMmHoro obecrnevenma (OMNO.4).



OBLWHWME TEXHUNYECKUE CBEOEHWNA

JimueH3unpoBaHue

lp‘ Base
7, 7

BasoBaga pepakumsa BKAOYaeT CTaHaapTHbIM HAabop
dyHKUMIM RedCheck, HeobxoamMMmbix Ana nposep-
KV ya3BrMocTel 1 obHoBneHni Ha OC Windows v
Linux, a Takke «AyauT B pexkmme [NeHTecT».

Expert

Penakuma coaep>KnT Bce GyHKLMM 1 CKaHMpyeMble
nnatdoPMbI, BKIOYAA KOMMMEKCHbIM ayauT 6e30-
nacHocCTM obpaszoB Docker U cUCTEMbI OpKecTpaLnm
Kubernetes. JononutenbHbIN MHTepdenc AHanm-
TUKM MO3BONAET OCYLLECTBAATL KOHTPOb CKaHWPO-
BaHWA XOCTOB, MPOBOAWTL aHaNm3 yCcTpaHeHa
YA3BMMOCTEN W YPOBEHb COOTBETCTBUSA
KOHOUIYpaLUAM.

REDCHECK.RU

A Professional

MNpodeccroHanbHaa penakuma, ¢ NoaHbiM Habo-
POM ay[MTOB BCEX MOAOEPXKMBAEMBbIX MNATPOPM.
LocTynHbl AyauT B pexkmnme «[TeHTeCT», CUCTEMHbIM
nouck yassummocten OC, npoBepKa 0O6HOBNEH W 1
COOTBETCTBME KOHOUTNYPaLMAM 6€30MacHOCTM.

Enterprise

KopnopaTuBHaa pegakuma ansa KPYnHbIX
KOPMOPaTUBHbIX CTRYKTYP. COOepXUT BCE YHKLMIN
MO CKAaHWPOBaHWMIO U aHaNM3y, BKAto4ada ayauT
06pazoB CUCTEM KOHTEWHEpPU3aLU WU, MHTepdenc
AHaNUTUKN. He nMmeeT orpaHmyeHmsa no Konam-
4YeCTBY CKaHWMPYEMbIX OOBbEKTOB.

dononHuTenbHble NULEH3UPYyEeMble MOAYNU

—

CepBep OBGHOBNEHUN — Bble/IEHHbIM MPOMEXKYTOUHbIM CepBep 3arpy3ki 06HOBNEHUM KOHTeHTa 6e30-

MacHOCTU ANd pasMelleHna B ceTax DMZ. MoxeT 06Cny»KrBaTb HECKOMbKO ak3eMnnapoB RedCheck nobbix

penakuni.

Mopaynb ACY T — AOMONHUTENbHbBIM MaKeT, BKIOHYAOLLMM BO3SMOXHOCTb CKaHMPOBaHWSA MPOTOKOIOB U

KoHTponnepos ACY TI1, nprMeHaeTca K peaakumam Professional, Expert, Enterprise.

Mopaynb ckaHUPOBaHUSA Cly>KOa CKaHUPOBaHWA ANF YCTaHOBKW Ha A0MOAHUTENbHbBIN cepBep. MoyeT

MCMOMIb30BaTCbA B pedakumax Expert m Enterprise, pelaeT 3ada4 no pacripege/ieHMo Hallpy3KM

CKaHMPOBaHWMA MeXay cerMeHTaMmn ceTut Nmn I_IJ'IaTCbOpMaMI/I, yBenndmBaeT nMpon3BoanNTe/ibHOCTb.

CpokK pencrTeus
NNLEH3UN

-

NMnuerHsna RedCheck aenaetca cpoyHow (o1 1roaa). B nepuoa oencrama
NVLUEH3UM MPEenOoCTaBNgeTCa rapaHTUMHaa NoOAAePKa, AOCTY N K aKTyallbHOMY

KOHTEHTY 6e30MacHOCTV M OOGHOBNEHMSA.
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REDCheck — CUCTEMA AHATM3A 3ALMLLEEHHOCTU

CucrteMHble TpeboBaHUA

e Tunosble Tpe60BaHMF| K arnrnapatTHoOMy obecneyeHuto

KOMIMOHEHTDI MIATOOPMA AMMNAPATHbIE TPEEOBAHUSA

CoBMecTHasd yCTaHOBKa

c LM Xeon, yacTtoTta He HMe 1,86 L,
KoHconb ynpasnernuns epBepHas He MeHee 4 Agep

Cny»k6a cKaHWpoBaHMsa O3Y He MeHee 12 TB
Cny»6a CUHXPOHM3aLMN M3Y He MeHee 2TH

CepBepHbIN KOMMOHEHT

PaspgenbHas yctaHOBKa

c . c LM Xeon, yacTtota He HMe 1,86 T,
epPBEpPHbIN KOMMOHEHT epBepHas He MeHee 2 sep

KoHconb ynpasneHuna O3Y He MeHee 6 B
M3Y He MmeHee 1TB

LLM Xeon, yacTtoTta He HMe 1,86 L,
c 6 e He MeHee 2 apep
ny>k6a ckaHUpPoBaHWsA epBepHas 03V He meHee 6 6

M3Y He meHee 1TB

LLM Xeon, yacTtoTa He HMxe 1,86 TTL,
Crv6 c He MeHee 2 apep
y>K6a CUHXPOHM3aLUK epBepHada O3V He meHee 46

M3Y He meHee 1TB

LI Xeon, yacTtoTta He HMxe 1,86 L,
Cepgep CYB! CepBepHas He MeHee 2 aaep
O3Y He MeHee 6 B
M3Y He meHee 100 I'E

AONOJTHUTENIbHbIE KOMIMOHEHTbI

oo toms - LM Xeon, yacTtoTa He HMe 1,86 L,
0y epBepHas He MeHee 2 daep

CKaHWpoBaHWs
O3Y He MeHee 6 B
M3Y He meHee 1TB

LM He Huke Intel Pentium/ AMD Phenom,
M3BM, YacToTa He Huke 2,00 My,
RedCheck Agent CepBepHas O3Y He MeHee 2 b
M3Y He MmeHee 500 MB

LI Xeon, yacTtoTa He HWMxe 1,86 L,
He MeHee 2 apep
CepaepHas O3Y He MeHee 6 b
M3Y He MeHee 5TH

RedCheck Update Server
(odnanH-crHxpoHMU3aLma)

*3HauyeHVa B TabnuLe ABNAIOTCA PEKOMEHAYEeMbIMU, pearnibHoe NoTpebeHe MOXET OTIMYaTbCs B 3aBUCUMOCTI OT CLLeHapUeB NCMosb-
30BaHua RedCheck. PekoMeHayeTcst BbIMONHATE MOHUTOPUHT moTpebnerua CPU 1 naMaTi Ha XxocTax ansa onTrMm1saumm notpebneHmns

pecypcos.

1 B cnydae pasmelleHna cepsepa CYB[ coBMecTHO ¢ koMnoHeHTamMu RedCheck anmnapaTtHble TpeboBaHMA CKaablBatoTCs.



OBLWHWME TEXHUNYECKUE CBEOEHWNA REDCHECK.RU

. Cpep,qu Harpy3kKa Ha ceTb npm CKaHnMpoBaHmMm ogHOIo y3sa

CMoCOBbl / TPAHCNOPTbl CKAHUPOBAHUA

CKaHupoBaHue B CKaHupoBaHue
CKaHupoBaHue
pexxuMme Remote nocpeacTsomM
nocpeacTtsomMm SSH . .

Engine (WinRM) AreHTa cKaHMpoBaHus

CKopocTb nepepayv
P P 160 637 121
naHHbIX, K6ut/c
CyMMapHbIii 06beM
5000 16 800 8 000

TpadukKa Ha y3en, Kb

*MpvBeaeHHble B TabnuLe 3Ha4YeHUa paccyUmTaHbl AN BbINMOMHEHWST Hanbonee pecypcoeMKoro 3agaHua AyamnT ya3BuMocTel (monHoe
CKaHWpOBaHUe).

o Tpe6oBaHUA K NporpaMMHOMY o6ecrnedyeHunto

CPEOA ®YHKUUOHUPOBAHUA LINUX

Astra Linux 1.7.6 SE (CMoneHck / BopoHex / Open)
Astra Linux 1.8.1 SE (CmoneHck / BopoHex) Debian 12
PEO OC7.3

SberLinux 8.x

OMEPALMOHHAA CUCTEMA

PostgreSQL Bepcma 12.5-16
Postgres Pro Bepcusa 14 /15
Jatoba 4132/582/6.6.
Platform V Pangolin

CYB[,

BPAY3EPDI Ha ocHoBe afpa Chromium
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AO «ANTIKC-CODT»

141090, MockoBckas 061acTb,
ropop Kopones, MUKpPOpPanoH
bonweso, ynuua MasgkoBCKOTO,
nom 10A.

+7 (495) 543 31 01
info@altx-soft.ru

altx-soft.ru
redcheck.ru
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